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Introductlon [terated Ciphers

Let F:F% x FY = F2, Fi.(-) = F(-, k) be called a round function. An iterated encryption function is

E:F? xFk 5 F?, Ex(z)=F, oF) ,o---oF ()

where K is the master key, k; are the round keys derived from K and r is the number of rounds.
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Introduction - Iterated Ciphers

Definition. Let F : FY x F§ — F%, Fj.(-) = F(-, k) be called a round function. An iterated encryption function is

E:F? xFf 5 F?, Ex(z)=Fy oF, , o-- oF(z)
where K is the master key, k; are the round keys derived from K and r is the number of rounds.

Definition. A block cipher is an iterated encryption function where the block size m is fixed and we apply the round

functions on each block separately.
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Introduction - Differential Cryptanalysis [1]
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Introduction - Differential Cryptanalysis [1]
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Introduction - Differential Cryptanalysis [1]
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Introductlon Differential Cryptanalysis [1]

. A differential trail is a sequence of differences through r round of the cipher:

5o =%,

with differential probability:

pi= HIF’ 1)=6|yt—1)®y'(i—1) =8_1) HD;;., (i —1),d(7))
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Introduction - Differential Cryptanalysis [1]

Definition. A differential trail is a sequence of differences through r round of the cipher:

50i>(ir

with differential probability:

9= HIF’ 1)=6|yt—1)®y'(i—1) =d_1) H’DS (1 —1),0(i))

efinition. The Differential Distribution Table (DDT) is:
Ds(6,A) = [{z €{0,1}™|S(xz) ® S(x ® ) = A}
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Introduction - Classical Differential Attack

2. Find Differential Trail for a reduced number of rounds " < r: §y — d,» with high p
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Introduction - Classical Differential Attack

2. Find Differential Trail for a reduced number of rounds " < r: §y — J,» with high p

h. Build a differential distinguisher: Dy, s ,
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Introduction - Classical Differential Attack

2. Find Differential Trail for a reduced number of rounds " < r: dy — J,» with high p
h. Build a differential distinguisher: Dys, s ,

¢. Key Recovery Attack for " rounds (r’ < r” <r)
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Introduction - Classical Differential Attack

2. Find Differential Trail for a reduced number of rounds " < r: dy — J,» with high p
h. Build a differential distinguisher: Dys, s ,

c. Key Recovery Attack for " rounds (r' < r” <)

(). Where do we apply an automatic approach 7
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Introduction - Automatic Differential Attack

(). Where do we apply an automatic approach 7

Constraint Programming Machine Learning
Step 1. Automatic search of differentials with: Step 1. Automatic search of input difference with:
MILP, CP, SAT Meta Algorithm
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Introduction - Automatic Differential Attack

(). Where do we apply an automatic approach ?

Constraint Programming Machine Learning
Step 1. Automatic search of differentials with: Step 1. Automatic search of input difference with:
MILP, CP, SAT Meta Algorithm
Step 2. Create a Classical distinguisher Step 2. Create a Neural distinguisher

NNC.C) =
P(C = E%(P),C’' = Ex(P")|P & P' = &)
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Introduction - Automatic Differential Attack

(). Where do we apply an automatic approach ?

Constraint Programming Machine Learning
Step 1. Automatic search of differentials with: Step 1. Automatic search of input difference with:
MILP, CP, SAT Meta Algorithm

Step 2. Create a Classical distinguisher Step 2. Create a Neural distinguisher
NN(C,C") :=
P(C = Ex(P),C" = ER(P')|P & P' = &)

b 5. Key Recovery Attack Step 3. Key Recovery Attack
— 1
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Overview Contributions

(). Where do we apply an automatic approach ?

Constraint Programming Machine Learning
Step 1. Automatic search of differentials with: Step 1. Automatic search of input difference with:
MILP, CP, SAT Meta Algorithm

Step 2. Create a Classical distinguisher Step 2. Create a Neural distinguisher
NN(C,C) =
P(C = E%(P),C’ = E%(P")|P & P’ = &)

Step 3. Key Recovery Attack Step 3. Key Recovery Attack

Modelize Boomerang in TAGADA |[2] > Generic Partial Decryption [3]
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TAGADA - General Idea

TAGADA (Tools for Automatic Generation of Abstraction-based Differential Attack) is divided in
two steps:
Step L Find Truncated Differential Trail

Step 2. Instatiate the Truncated in Differential
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TAGADA - Representation Cipher

TAGADA (Tools for Automatic Generation of Abstraction-based Differential Attack) is divided in
two steps:

Step L. Find Truncated Differential Trail

Step 2. Instatiate the Truncated in Differential
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TAGADA - Representation Cipher

TAGADA (Tools for Automatic Generation of Abstraction-based Differential Attack) is divided in
two steps:

Step L. Find Truncated Differential Trail

Step 2. Instatiate the Truncated in Differential

8Y. 11
6in_2

bout_2
6SX_2_1

bout_0
65X _1_1

65X _2_0
bout_3
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TAGADA - Representation Cipher

TAGADA (Tools for Automatic Generation of Abstraction-based Differential Attack) is divided in
two steps:

Step L. Find Truncated Differential Trail

Step 2. Instatiate the Truncated in Differential

op_3
Aout_0
ASX_1_1

ASX_ 1 0
fout_1

op_7

+
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[
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>
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TAGADA - Truncated Cryptanalysis [5]

Abstraction. Let z7 = :1;“21> |-+ || 2L,,~ be the state after j round, with L’}“Li} c {0,1}". We denote:
) . 3
Ocis =Tl @ (24

the difference at round 7 for the :-th word. The Abstraction of a difference is:

- - 1 if 6. € (0,28 —1)

<i>

Ain_2 op_7
in_
op_3 AY 11
Bout_2
bDout_0 ASX 2 1

ASX_ T 1

ASX 2 0
ASX_1 0 lout_3
dout_1
op_b

oY 10
op_2 Ain 3
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TAGADA - Truncated Cryptanalysis [5]

Abstraction. Let z? = :1:‘21}, |-+ || 2L,,~ be the state after j round, with 9:"1:5} c {0,1}". We denote:
J w5 g
Ocis> = Teis> @ (2) i

the difference at round j for the :-th word. The Abstraction of a difference is:

- - 1 if 6. € (0,28 — 1)
AL, Y=Al = <i> € U
( {Tr}') e {0 lf 5‘2?}:} 0

|

. e ~ #NL
Probal l]llf_\': Ptrunc ~ (II]ELX DS (&} /6))
a,B
- op_7
op_3 %2131
fout_2
Aout_0 L
ASX_T 1
ASX 2 0
BSX10 /./ Aout_3
out_
op_b
AY_1 0
op_2 AIn 3
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TAGADA - Truncated Cryptanalysis [5]

Abstraction. Let z? = :1:‘21}, |-+ || 2L,,~ be the state after j round, with 9:"1:5} c {0,1}". We denote:
J w5 g
Ocis> = Teis> @ (2) i

the difference at round j for the :-th word. The Abstraction of a difference is:

- - 1 if 6. € (0,28 — 1)
AL, Y=Al = <i> € U
( {Tr}') e {0 lf 5‘2?}:} 0

|

o - 4NL
Probability: Ptrunc =~ (IE%X Ds(a, B)) Z Pdiff
b
: op_7
op_3 ﬁﬂii
Dout_2
Aout_0 asx 21
85X T 1
ASX_2_0
ASX 1 0 t Aout_3
Aout_1
op_b
AY_ 10
B ATn_3
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TAGADA - Logic Modelization XOR

Let x1,x2, 23 € {0,1} such that:
Ti B Bag = T3
The possible combinations are:

(1,22, 23) € {(1,0,1),(0,1,1),(0,0,0), (1,1,0)}
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TAGADA - Logic Modelization XOR

Let x1,x2,x3 € {0,1} such that:
r1 D xre = T3
The possible combinations are:
(x1,z9,23) € {(1,0,1),(0,1,1),(0,0,0),(1,1,0)}
Considering the abstracted value:
A(x1) ® A(xe) = A(z3)
The possible tuples are:

(A(5z1), A(8z2), A(8z3)) € {(1,0,1), (0,1,1),(0,0,0), (1,1,0), (1,1,1)}
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TAGADA - Logic Modelization XOR

Let x1, 22,23 € {0,1} such that:
X1 D xre = T3
The possible combinations are:
(x1,z9,23) € {(1,0,1),(0,1,1),(0,0,0),(1,1,0)}
Considering the abstracted value:
A(x1) ® A(xe) = A(x3)
The possible tuples are:
(A(6x1), A(dx2), A(dxs3)) € {(1,0,1),(0,1,1),(0,0,0),(1,1,0),(1,1,1)}
TAGADA uses the DNF:
(—A(x1) A =A(x2) A -A(x3))V
(A(z1) ANA(x3)) V (A1) AA(22)) V (A(22) A A(23))
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TAGADA - Logic Modelization XOR

Let x1, 22,23 € {0,1} such that:
X1 D xre = T3
The possible combinations are:
(x1,z9,23) € {(1,0,1),(0,1,1),(0,0,0),(1,1,0)}
Considering the abstracted value:
A(x1) ® A(xe) = A(x3)
The possible tuples are:
(A(6xq1), A(dx2), A(dxs3)) € {(1,0,1),(0,1,1),(0,0,0),(1,1,0),(1,1,1)}
TAGADA uses the DNF:
(mA(z1) A ~A(z) A A(z3))V
(A(z1) ANA(x3)) V (A1) AA(x2)) V (A(x2) A A(23))
Qemark. TAGADA has implemented the n-variable XOR with abstracted tables.
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TAGADA - Step 1

The C(O)P problem (X, D, C, f,,) defined to solve Step 1 has:
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TAGADA - Step 1

The C(O)P problem (X, D, C, f,,) defined to solve Step 1 has:
Set of Variables X

X = {A@) | ey is @ variable),
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TAGADA - Step 1

The C(O)P problem (X, D, C, f,,) defined to solve Step 1 has:
> Set of Variables X
X ={A(2L,.) | #L . is a variable}, ;
Domain of the variables D
J} =40, 1}

o D
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TAGADA - Step 1

The C(O)P problem (X, D, C, f,,) defined to solve Step 1 has:
o Set of Variables X
X = {A(gi,:w) | 3’“_’;%} is a variable}; ;
> Domain of the variables D
2 =l
© Constraint set

C' = {Logic Modelization Operators}
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TAGADA - Step 1

The C(O)P problem (X, D, C, f,,) defined to solve Step 1 has:
o Set of Variables X
X = {A(gi,:w) | 3’“_’;%} is a variable}; ;
> Domain of the variables D
D ={0,1}
o Constraint set
C' = {Logic Modelization Operators}

> Objective function

: § , J J
T w{i}A(:B-{i})
t,J
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TAGADA - Step 1

The C(O)P problem (X, D, C, f,,) defined to solve Step 1 has:
o Set of Variables X
X = {A(g{_:w) | y{ﬂ} is a variable}; ;
> Domain of the variables D
2 =l
o Constraint set

C' = {Logic Modelization Operators}
> Objective function

min Z W s DN B s, )
2,]

The CP problem is written in MiniZinc [6] and it can be resolved by different solvers:
o PICAT [7]
> GUROBI [8]
o OR-TOOLS [9]
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TAGADA - Step 2

The C(O)P problem (X, D, C, f,,) defined to solve Step 2 has:
o Set of Variables X

X = {8(2L;5) | oLy is a variable};

o Domain of the variables D
D =10,2° — 1]
© Constraint set
C' = {Propagators modelized with CHOCO [10]}
> Objective function

minz — log, (DS (5(52&))) A(l“ff:a})

%7
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TAGADA - TwoStep

Algorithm :[2]TWOSTEP(G 4, G)
Input:
( A: stepl model
(G5 step2 model
LB + 0
UB + 1
best < null
soly < STEP1-OPT(G A, seen,UB)
seen < {}
UB « P(sol,)
while LB < UB do
seen < seen U {sol; }
soly < STEP2((G, sol,,LB)
LB « P(sol2)
if LB < UB then
sol, <~ STEP1-NEXT(G A, seen, UB)
if soly is null then
UB + STEP1-NEXT-POSSIBLE-UB(G A, seen, UB)
if LB > UB then
L break

| soly <= STEP1-OPT(G a, seen, UB)
18 | UB « P(sol1)

o ~1 & T R W b

= b
B =S ©

P T
o tnoh o

[}
-1

19 return best

Z,: Roma Tre%a 12/22
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Boomerang Attack [11]

M! M3
¥ A n [ A n
M2 M4
v
Eq' (Eog')~"
L ] BB (=)
K b o pry-1] 3
! J (Bl [
Eff (ET)™
Ve&---------Fooau =
Cl vaut 03
V - mmm - ¥
C? th (‘14
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Boomerang Attack [11]

o Boomerang Condition:

E_I(E(x) S, vaut) D E_l(E(J: D Aiﬂ,) D vout) = A?lﬂ, ﬂé’l ﬂ/lr3
s Ain Haw. Az'n
EA/IQ ‘nkﬂl‘l
Eq (Eg )™
lf"ﬁ*”aEg{"”’[v A* (Eﬁr{)_l
EK A __EK_ 51 1] [ — b
1 l < ( 1‘)Vt [
Eff (B )
. R B
Cl Vcrut 03
Vg----mmmmmm - — - B
02 vo‘ut 04
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Boomerang Attack [11]

o Boomerang Condition:

E~HE(x) ® Vou) ® E~H(E(z ® Ain) ® Vour) = Ain M! M3
Aa Ain P Az'n
o Let: M2 D M
E — El O EO A
P(Ain =2 A*) =p B (B )
g1 ----*-w-EK-—HF . N EK |
P(vnft,at;)‘y*):q ltn‘&nﬁd - [ ﬂxd‘“ﬁn ( G)
EK A W Al 8 e U — ’ :3
1 J « ( 1‘)Vt [
Ef (B )
. R B
Cl Vcrut 03
V g -mmmmmm e b
02 vo‘ut 04
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Boomerang Attack [11]

o Boomerang Condition:

E_l(E(I) % V{}ut) D E_l(E(x % Alﬂ) D vout) =3 A?:n, M1 M3
Aa Ai‘.n Paw. Az'n
o Let: M2 e
E — El O EO A
P(A;, Lo, A*) = p Eg (Eg)™
—f --__*...,_EK-,.H X EK = |
P(mei}v*):q lth“éhﬁd 0 *[Tﬂx%xﬂnx( G)
o Boomerang Switch: Eft b l ""(‘Ei{i‘)%%* """ + ‘[
ST SE)e V) e STHS(z @ A*) @ V*) = A* Ef (Bf)™
o Boomerang Probability: X DS >
5 9 Cl Vcrut 03
P(BC) =~ p°q A0 >
02 th 04
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Sandwich Attack [12]

o Sandwich Condition:

E"HE@)®Vou) DE 1 E(x® Ain) ® Vour) = Ain M! M3
) Ain A ._&in
o Let: V. e (14
FE = Ey o By, 0 By
K K
P(Aip =% A*) =p Bo i
*- A} Yo A
5l B2 N -l_ ! S B % Bl EX
P(Vf}ut—>v ):q 1 . \V4 T;T_*____',+ -
o Sandwich Switch: Ef Efi Ef* %ﬁ
________________ =
E; (Em(2) ® V) @ E;M (En(z ® A*) @ V*) = A” Ef S Va | EF
o Sandwich Probability: ST -
Cl vout 03
P(SC) ~ p?g°r(A*,V*) sy e
C:Z vout 04

r(A*, V*) = P(SS)
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Boomerang for TAGADA - Step 1
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Boomerang for TAGADA - Step 1

Let EX = Ef‘ o E;ﬁ o E[*;{: Ey =FE, 0o FEy and E|, = F, o E,, for the rounds r9 + r,,, = k1 and ry + r,,, respectively
(ioal. Find the best truncated trial for £} and one for £
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Boomerang for TAGADA - Step 1

Let EX = Ef{ o Ei o E[{{j Ey =FE,, o Ey and E|, = F, o E,, for the rounds r9 + r,, = k1 and r1 + r,,, respectively

(Goal. Find the best truncated trial for E4 and one for £
2. Automatically split the truncated DAG into E4,E| and E),
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Boomerang for TAGADA - Step 1

Let EX = Ef{ o E;E o E{;{j E; =FE,, o Ey and E| = F, o E,, for the rounds r9 + r,, = k1 and r1 + r,,, respectively
(Goal. Find the best truncated trial for £} and one for £
a. Automatically split the truncated DAG into E4,E| and E,,

F; = extract_boomerang part, (F, X, )
E| = extract_boomerang part . (F, X, )

Em:ETﬂEl
Image from [13]
Eq E,, E;
i s) (3) i(8) (3 (s
Ain (8) (8) (S) Afs) (S) (S)
| (8) (s) (8] i(s) (8) (8)
(5) 5) (8): (8) (8 |
S, S, :
() (8) (SVv* (S (S Viou
- a 8) (5) (8): (5) (8) (5) |
g";RomaTre-;ﬂg —log,(p) 2 s —logy(r) & Y aemy  —logy(q) 23 wjl;



Boomerang for TAGADA - Step 1

Let EX = E{T{ o E;:,f o EE,T{ , By = By, 0 Eg and By = E; o B, for the rounds rg + r,,, = k1 and r; + r,, respectively

(Goal. Find the best truncated trial for E4 and one for £
a. Automatically split the truncated DAG into E4,E| and E,,

h. Define the COP to solve

Image from [13]

Ey E. E;
1066 iE 6 6
A (S) (S) (S) A{S g &)
| (5) (8) (8) i(8) (8) (8
5) (3 (9): (3) (8) (3) |
5) (8) B (5 5) (57
_ . 5 (8) (9 (8) (8) (8) |

B
Roma Trema —log,(p) 2 wisi —logy(r) = ) wpmy —logy(q) =2) wjl;



Boomerang for TAGADA - Step 1

Let EX = E{T{ o E;:,f o EE,T{ , By = By, 0 Eg and By = E; o B, for the rounds rg + r,,, = k1 and r; + 7, respectively

(Goal. Find the best truncated trial for £+ and one for £
a. Automatically split the truncated DAG into E4,E| and E,,

h. Define the COP to solve
> Set of Variables X = {A(x‘;}) | 3:*;}
> Domain of the variables D = {0,1}

o Constraint set ' = x

is a variable}; ;

> Objective function

Image from [13]

2 Z w;S; + Z w;m; + 2 Z Wil 1, Eo Ey, E;
/ : (3 () (8) i(8) (8) (s)
A (S) (S) (S) A{S) (S) (S)
| 8) (8) (5) i(s) (8) (8
5) (5) (5): () (8) (5) |
e - x
S @& |S S| |8] 1S Ve
. s) (8) (8)i (8) (8) (8) |
= P 1 R
= ERomaTrema —logy(p) ~2) wisi  —logy(r) = ) dpmy  —logy(q) = 2)  wjl;



Boomerang for TAGADA - Step 1 Constraint

Let EX = E{T{ o E;:,f o EE,T{ , By = By, 0 Eg and By = E; o B, for the rounds rg + r,,, = k1 and 71 + 7, respectively

Image from [13]

() a)w)|()zaw)] £
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Boomerang for TAGADA - Step 1 Constraint

Let EX = E{T{ o E;:,f o EE,T{ , By = By, 0 Eg and By = E; o B, for the rounds rg + r,,, = k1 and r; + r,, respectively

Non-Linear Operator
. 2 out

EJ, : Ai’n — Aiut

Image from [13]

()

(9| aw)] £

— n / \ \ .
§A§ Roma Trema —log,(p) =~ 2 Z wis; —log,(r) = Zﬂ’km-k — log,(q) =~ Zijij_




Boomerang for TAGADA - Step 1 Constraint

Let Ef = E{T{ o E;:,f o E[f{ , By = By, 0 Eg and By = E; o B, for the rounds rg + r,,, = k1 and r; + r,, respectively

Non-Linear Operator
Ep : AP = A9
E : A™ = Aj“*t
En : A AAT
Image from [13]
Ey E.. E;

(5) (8) :!(5) (5

S
2 (S
13 B 6 6 (5

e
J o w)|(%
&QI&J 808
|COI Co'
) v

= 7) v - N
T Roma Trema —log,(p) ~ 2 Z wis; —log,(r) = Zﬂ’k"i-k — log,(q) ~ Eijij_




Boomerang for TAGADA - Step 1 Constraint

Let EX = Ef{ o Eﬁ; o Eé[{; by = E,, oEy and E|, = E; o E,, for the rounds rg + r,,, = k1 and r; + r,, respectively

Linear Operator [13]:
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Boomerang for TAGADA - Step 1 Constraint

Let Ef = Ef{ o E;ﬁ‘; o Eé[{; by = E,, okEy and E| = E; o E,, for the rounds rg + 7, = k1 and r; + r,, respectively
Linear Operator [13]:
E+\Eo: A = \/ A"

'&%”Et.’
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Boomerang for TAGADA - Step 1 Constraint

Let Ef = Ef{ o E;ﬁ‘; o Eé:{j by = E,, okEy and E| = E; o E,, for the rounds rg + 7, = k1 and r; + r,, respectively
Linear Operator [13]:
ET \ Eo : A%{“’t - \/ A?L

‘&Jirn Et,-'

EL\Ell
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Boomerang for TAGADA - Step 1 Constraint

Let EX = Ef{ o E;ﬁ‘; o Eé[{; by = E,, okEy and E| = E; o E,, for the rounds rg + 7, = k1 and r; + r,, respectively

Linear Operator [13]:
ET \ Eo : A%{“’t - \/ A?L

‘&Jirn Et,-'

EL\Eli
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Boomerang for TAGADA - Step 1 Constraint

Let Ef = Ef{ o Ei o E[}f{; by = E,, okEy and E| = E; o E,, for the rounds rg + 7, = k1 and r; + r,, respectively

Linear Operator [13]:
Et\Eo: A= \/ AP

‘&Jirn Et,f

EJ{\Eli

'll TAGADA doesn’t invert the graph
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Boomerang for TAGADA - Step 1 Constraint

Let Ef = Ef{ o Ei o E[}f{; by = E,, okEy and E| = E; o E,, for the rounds rg + 7, = k1 and r; + r,, respectively

Linear Operator [13]:
Et\Eo: A= \/ AP

‘&Jirn Et,f

EJ{\Eli

'll TAGADA doesn’t invert the graph

1. Key-Schedule Operator: As forward propagation
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Boomerang for TAGADA - Step 1 Constraint

Let Ef = Ef{ o Ei o E[}f{; by = E,, okEy and E| = E; o E,, for the rounds rg + 7, = k1 and r; + r,, respectively

Linear Operator [13]:
Et\Eo: A= \/ AP

‘&%n Et,f

EJ{\Eli

'll TAGADA doesn’t invert the graph
1. Key-Schedule Operator: As forward propagation
2. Invertible Operator: Let f be the operator

D e P wu=fr

mulefx-“; :I"UEIJ{“_
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Boomerang for TAGADA - Step 1 Constraint

Let Ef = Ef{ o Ei o E[}f{; by = E,, okEy and E| = E; o E,, for the rounds rg + 7, = k1 and r; + r,, respectively

Linear Operator [13]:
Et\Eo: A= \/ AP

‘&%n Et,f

EJ{\Eli

'll TAGADA doesn’t invert the graph
1. Key-Schedule Operator: As forward propagation
2. Invertible Operator: Let f be the operator

EB Ty D @ T = Ji
T efx., zaCix,
if can_be_evaluated(f) :

then z, = @ T & @ Y

m'ﬂil E.f-x-u: yEf}f
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Boomerang for TAGADA - Step 1 Constraint

Let Ef = Ef{ o Ei o E[}f{; by = E,, okEy and E| = E; o E,, for the rounds rg + 7, = k1 and r; + r,, respectively

Linear Operator [13]:
Et\Eo: A= \/ AP

‘&%n Et,f

Eh,\lﬂli

'll TAGADA doesn’t invert the graph
1. Key-Schedule Operator: As forward propagation
2. Invertible Operator: Let f be the operator

EB Ty D @ T = Ji
T efx., zaCix,
if can_be_evaluated(f) :

then 7z, = @ xw@@y

m'ﬁJEfX-w yEfY

== Roma Tre%a
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Boomerang for TAGADA - Step 1 Output

Let Ef = Ef{ o Ei o Eé[{; by = E,, okyand E| = E; o E,, for the rounds rg + r,, = k1 and r; + r,,, respectively
Output.
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Boomerang for TAGADA - Step 1 Output

Let Ef = Ef{ o Ei o E[{{j Ey =FE,, o Ey and E|, = F, o E,, for the rounds r9 + r,, = k1 and r1 + r,,, respectively
Output. A JSON file with:

E4 with —log,(p) computed by the active S-box in Ej
E, with —log,(q) computed by the active S-box in E;
—log,(7), i.e. penalty probability, and computed by the common active S-box in F4y and E|
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Boomerang for TAGADA - Step 2

Let EX = Ef{ o Eﬁ; o Eé[{; by = E,, oEy and E|, = E; o E,, for the rounds rg + r,,, = k1 and r; + r,, respectively
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Boomerang for TAGADA - Step 2

Let Ef = Ef{ o Ei o E[}f{; by = E,, okEy and E| = E; o E,, for the rounds rg + 7, = k1 and r; + r,, respectively

(soal. Find the differentials for £y and E; to maximize pngfr
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Boomerang for TAGADA - Step 2

Let EX = Ef{ o Ei o E[{{j Ey =FE,, o Ey and E|, = F, o E,, for the rounds r9 + r,, = k1 and r1 + r,,, respectively
Coal. Find the differentials for Ey and E; to maximize p*¢*r
Case 1. ro >0and r; >0

o Instatiate Fy with original Step 2:

o Instatiate F; with original Step 2:
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Boomerang for TAGADA - Step 2

Let EXf = Ef{ o Eﬁ; o E[{{j Ey =FE,, o Ey and E|, = F, o E,, for the rounds r9 + r,, = k1 and r1 + r,,, respectively
Coal. Find the differentials for Ey and E; to maximize p*¢*r
Case 1. ro >0 and r; >0

o Instatiate Fy with original Step 2:

step_2_tagada(FEy, —log(pr)) = (Eo, —log(p))
o Instatiate F; with original Step 2:
step_2_tagada(F|, —log(qr)) = (E1,—log(q))
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Boomerang for TAGADA - Step 2

Let EXf = Ef{ o Eﬁ; o E[{{j Ey =FE,, o Ey and E|, = F, o E,, for the rounds r9 + r,, = k1 and r1 + r,,, respectively
Coal. Find the differentials for Ey and E; to maximize p*¢*r
Case 1. ro >0 and r; >0
o Instatiate Fy with original Step 2:
step_2_tagada(FE;, —log(pr)) = (Eo, —log(p))
o Instatiate F; with original Step 2:
step_2_tagada(F|, —log(qr)) = (E1,—log(q))
o Compute r:

1. Extract the output of Ejy: AiT“

2. Extract the input of E;: VO™
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Boomerang for TAGADA - Step 2

Let Ef = Ef{ o Ei o E[{{j Ey =FE,, o Ey and E|, = F, o E,, for the rounds r9 + r,, = k1 and r1 + r,,, respectively
Coal. Find the differentials for Ey and E; to maximize p*¢*r
Case 1. ro >0 and r; >0
o Instatiate Fy with original Step 2:
step_2_tagada(FE;, —log(pr)) = (Eo, —log(p))
o Instatiate F; with original Step 2:
step_2_tagada(F|, —log(qr)) = (E1,—log(q))

o Compute r:

1. Extract the output of Ejy: Air“ |
compute_r_empirically( *T”’jVEHt)

2. Extract the input of E;: Vﬁ“t
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Boomerang for TAGADA - Step 2

Let EX = Ef{ o E,_,{f o Eé‘rj Ey =FE,, o Ey and E|, = F, o E,, for the rounds r9 + r,, = k1 and r1 + r,,, respectively

Coal. Find the differentials for Ey and E; to maximize p*¢*r

Case 2. ro=0and r; =0

O 11 ! any =y

o Compute r:

Z,: Roma Tre%a

ith oricinal Step 2:

step_2_tagada(Lt+, — I0g(F e Q0 (1

ith oricinal Step 2:

step_2_tagada(t |, — I0g(% et 00 (G

1. Extract the input of Ey: AX

2. Extract the output of E: V]

} compute_r_empirically(AZ, V)
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Boomerang for TAGADA - Step 2

Let EX = Ef‘f o ET‘E o Eé‘rj Ey =FE,, o Ey and E|, = F, o E,, for the rounds r9 + r,, = k1 and r1 + r,,, respectively
Coal. Find the differentials for Ey and E; to maximize p*¢*r
Case 3. ro >0and ry =0
o Instatiate Fy with original Step 2:
step_2_tagada(FE;, —log(pr)) = (Eo, — log(p))
O INoratmesbmminith oricinal Step 2:
step_2_tagada(£ |, — 108 it 00 (G
o Compute r:

1. Extract the output of Ej: Air“

compute_r_empirically(AY", V)
2. Extract the output of E: V] } b
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Boomerang for TAGADA - Step 2

Let EX = Ef‘f o ET‘E o Eé‘rj Ey =FE,, o Ey and E|, = F, o E,, for the rounds r9 + r,, = k1 and r1 + r,,, respectively
Coal. Find the differentials for Ey and E; to maximize p*¢*r
Case 4. ro =0and ry >0
o INStatiareslsgmuith _oricinal Step 2:
step_2_tagada(£y, — OB o 0 (D
o Instatiate F; with original Step 2:
step_2_tagada(F|, —log(qr)) = (E1,—log(q))
o Compute r:

1. Extract the input of Ey: AX

compute_r_empirically(AX, V")
2. Extract the input of Ej: Vf“t
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Boomerang for TAGADA - Step 2

Let EX = Ef{ o Eﬁ; o E[}f{; by = E,, okyand E| = E; o E,, for the rounds rg + r,, = k1 and r; + r,,, respectively

Coal. Find the differentials for Ey and E; to maximize p*q°r
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Boomerang for TAGADA - Step 2

Let Ef = E{{ o Ei o E[}f{ , By = By, 0 Eg and By = E; o B, for the rounds rg + r,,, = k1 and 71 + 7, respectively
Coal. Find the differentials for Ey and E; to maximize p*q*r
Case 1. ro >0and r; >0
o Instatiate Fy with original Step 2:
step_2_tagada(FEy, —log(pr)) = (Eo, — log(p))
o Instatiate F; with original Step 2:
step_2_tagada(F|, —log(qr)) = (E1,—log(q))

o Compute 7r:

1. Extract the output of Ep: A}

compute_r_empirically( #”’,Viut)
2. Extract the input of Ey: VO™
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Boomerang for TAGADA - Step 2

Let EXf = Ef{ o Efl o E[{{j E; =FE,, 0o Ey and E|, = F, o E,, for the rounds r9 + r,, = k1 and r1 + r,,, respectively
Coal. Find the differentials for Ey and E; to maximize p*¢*r
Case 1. ro >0 and r; >0

o Instatiate (FEp); with Step 2:

list_step_2_tagada(Ey, —log(pr)) = ({(Eo)i}i, —log(p))
o Instatiate (£;); with Step 2:

list_step_2_tagada(E|, —log(qr)) = ({(E1),};, —log(q))
o Compute 7:

1. Extract the output of (Ep);: (AiTn)i

compute r_empirically( %”,Viut)
2. Extract the input of (E;);: (Vfut)j
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Boomerang for TAGADA - Step 2

Let Ef = Ef{ o Ei o E[{{j Ey =FE,, o Ey and E|, = F, o E,, for the rounds r9 + r,, = k1 and r1 + r,,, respectively
Coal. Find the differentials for Ey and E; to maximize p*¢*r
Case 1. ro >0 and r; >0
o Instatiate (Ey); with Step 2:
list_step_2_tagada(FEy, —log(pr)) = ({(Eo)i}i, —log(p))
o Instatiate (E;); with Step 2:

list_step_2_tagada(E|, —log(qr)) = ({(E1);};, —log(q))
o Compute 7:

1. Extract the output of (Ep);: (Afr“)i Wik |
compute_r_empirically((A");, (V"))

2. Extract the input of (E;);: (Vf“t)j
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Boomerang for TAGADA - Optimization

Let Ef = Ef{ o Ei o E[{{j E; =FE,, o Ey and E|, = F, o E,, for the rounds r9 + r,, = k1 and r1 + r,,, respectively
Coal. Find the differentials for Ey and E; to maximize p*q*r
Case 1. ro >0 and r; >0
o Instatiate (Eyp); with Step 2:
list_step_2_tagada(FEy, —log(pr)) = ({(Eo)i}i, —log(p))
o Instatiate (E;); with Step 2:

list_step_2_tagada(E, —log(qr)) = ({(E1),};, —log(q))

o Compute r:

compute_r_empirically((A%”)f,;, (V"))

1. Extract the output of (Ep);: (A,iT“)i } Vi, J
19/22
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Boomerang for TAGADA - Optimization

Let EX = Ef{ o Eﬁ; o E[{{j Ey = E,, o Ey and E|, = F, o E,, for the rounds r9 + r,, = k1 and r1 + r,,, respectively
Coal. Find the differentials for Ey and E; to maximize p*¢*r
Case 1. ro >0 and r; >0
o Instatiate (Ey); with Step 2:
list_step_2_tagada(FEy, —log(pr)) = ({(Eo)i}i, —log(p))
o Instatiate (E;); with Step 2:

list_step_2_tagada(E, —log(qr)) = ({(E1),};, —log(q))
o Filter Step:

filter({(Eo)i}i) = {(Eo)i}i | (AT)i # (A Vi # k)
filter({(E);};) = {(E1);}i | (VI*); # (VI Vi # h)

o Compute r:

Vi, 9

compute_r_emplrlcally((A”’)“ (V”?’f)j)
19/22
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Boomerang for TAGADA - Optimization

Let Ef = E{{ o E:i o E[}f{ , By = By, 0 Eg and By = E; o B, for the rounds rg + r,,, = k1 and 71 + 7, respectively
Coal. Find the differentials for Ey and E; to maximize p*¢°r
Case 1. ro >0 and r; >0
o Instatiate (Eyp); with Step 2:
list_step_2_tagada(FEy, —log(pr)) = ({(Eo)i}i, —log(p))
o Instatiate (E;); with Step 2:
list_step_2_tagada(E |, —log(qr)) = ({(£1);};, —log(q))
o Heuristic Filter Step:
score({(Eo)i, (E1);}i5) = {((Bo)s, (B1);) | F((AT)i, (VT);) > a}
where f((AY")i, (V{");) = (F)BCT((AY"):, (V™))

o Compute r:

1. Extract the output of (Ep);: (A%\“)i VisJ . |
) compute_r_empirically((A%");, (Vfﬂm)j)
s— . out
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Boomerang for TAGADA - Optimization

Let Ef = Ef{ o Ei o E[{{j Ey =FE,, o Ey and E|, = F, o E,, for the rounds r9 + r,, = k1 and r1 + r,,, respectively
Coal. Find the differentials for Ey and E; to maximize p*q*r
Case 1. ro >0 and r; >0

o Instatiate (Ey); with Step 2:

list_step-2_tagada(E+, —log(pr)) = ({(Eo)i}i, — log(p))
o Instatiate (E;); with Step 2:

list_step_2_tagada(E, —log(qr)) = ({(E1),};, —log(q))

o Compute r:

1. Extract the output of (Ep);: (Afr“)i Vi, ] |
compute_r_empirically((A%");, (V1))

2. Extract the input of (E});: (V9U);
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Boomerang for TAGADA - Optimization

Let Ef = Ef{ o Ei o E[{{j Ey = E,, o Ey and E|, = F, o E,, for the rounds r9 + r,, = k1 and r1 + r,,, respectively
Coal. Find the differentials for Ey and E; to maximize p*¢*r
Case 1. ro >0 and r; >0
o Instatiate (Ey); with Step 2:
list_step_2_tagada(FEy, —log(pr)) = ({(Eo)i}i, —log(p))
o Instatiate (E;); with Step 2:

list_step_2_tagada(E, —log(qr)) = ({(E1),};, —log(q))

o Compute r:

compute_r_empiri cally((A%”)%-, (Vi“t)j)

1. Extract the output of (Ep);: (AiT“)i } Vi, J

2. Extract the input of (El)j: (Vf“t)j

o Stop Criteria:

2 2 2 72 2 =
pstep2qst5p2rﬁmp < PtruncQtrunc! trunc
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Boomerang for TAGADA - Results
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Boomerang for TAGADA - Results

Cipher Rnds p q r p2qir Reference  Time (in minutes)
SKINNY-64 11 §—00, (9=008) [14] 161m {
11 2—3.”[] 2—2‘.\'.““ 2—2—1.”“ I 0 ﬁQ“l
ur Work
SKINNY-128 13 Rl [14] 700m t
1:‘] 2—32.11” 2—22.“” 2—2-1.““ } Ou‘r Wurk Tl:'l[u
14 5158 (6rIaRI [14] 547m t
ll 2. - 22 00 '.'..-} 42.00 2 -24.00 2 -152.00 Ou]_- Wﬂrk :{{“ H]IH
TWINE 15 i i griee 5oL [13] 1m
= a—4.00 —&.00 a—24.00 .00 it
15 2 7 il 2 ; Our Work 271m
16 99 2= Sromuin  gremat [13] 305m
P Sl Ser ot - P OO
16 il - T 7 Our Work 3180m
WARP 21 g e Ry [15] lm
- T s 16] 1270m
21 9—14.00 9—20.00 9—23.00 9—91.00 Oy Bt 105m
y « W0 EE Q6. 55 15
22 2. 16 2 19 2 20.50 2 96.00 [ ] ].HUH]
9120 [16] 3014m
22 2 —16.00 2 —20.00 2 —24.00 ¥ 6. () our wurk 3.—] 1 m
23 9—24.00 9 —20.00 9—27.59 9—115.59 [15] 563m
23 g gl goate g Our Work 2400m
MGRI64 H 2— 14.04) .2—."'-.'““ 2—]“.(1?“- z—lill.HH ]“”.:h"
MIDORI128 0 9—42.00 9—14.00 o-4.77 9—116.77 Our Work 1980m

(:)* means o = 0.1,(-)° means a = 0.5
Exectuted on Grid5000 gros cluster, with node equipped with four Intel Xeon Gold 6240L
CPUs (18 cores per CPU, 2.60 GHz), used a single CPU (18 cores) 20/ 22
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Conclusion and Open Question

Conclusion:

1. We showed that boomerang cryptanalysis can be significantly automated through CP techniques.
2. The proposed framework efficiently models and searches for boomerang trails on a wide range of primitives.

3. Results demonstrate that automation can reduce the manual effort required for cryptanalytic evaluations.

Z,: Roma Tre%a 21/22



Conclusion and Open Question

Conclusion:

1. We showed that boomerang cryptanalysis can be significantly automated through CP techniques.
2. The proposed framework efficiently models and searches for boomerang trails on a wide range of primitives.

3. Results demonstrate that automation can reduce the manual effort required for cryptanalytic evaluations.

Open Question:
1. How can related-key boomerang distinguishers be automatically modeled and evaluated within the framework?
2. Can the framework be extended beyond distinguishers to support fully automated key-recovery attacks?

3. How can automated tools provide tight and reliable security bounds by unifying differential, boomerang analyses?”
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"The core of automated cryptanalysis lies in the ability to translate the linear and non-linear properties of a cipher into a
mathematical model that can be interpreted by a solver’, ChatGPT
Merci de votre attention

Grazie per 'attenzione

Thank you for the attention

£,z Roma Tre%a
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