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Introductlon [terated Ciphers

Let F:F% x FY = F2, Fi.(-) = F(-, k) be called a round function. An iterated encryption function is

E:F? xFk 5 F?, Ex(z)=F, oF) ,o---oF ()

where K is the master key, k; are the round keys derived from K and r is the number of rounds.
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Introduction - Iterated Ciphers

Definition. Let F : FY x F§ — F%, Fj.(-) = F(-, k) be called a round function. An iterated encryption function is

E:F? xFf 5 F?, Ex(z)=Fy oF, , o-- oF(z)
where K is the master key, k; are the round keys derived from K and r is the number of rounds.

Definition. A block cipher is an iterated encryption function where the block size m is fixed and we apply the round

functions on each block separately.
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Introduction - Differential Cryptanalysis [1]
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Introduction - Differential Cryptanalysis [1]
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Introduction - Differential Cryptanalysis [1]
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Introductlon Differential Cryptanalysis [1]

. A differential trail is a sequence of differences through r round of the cipher:

5o =%,

with differential probability:

pi= HIF’ 1)=6|yt—1)®y'(i—1) =8_1) HD;;., (i —1),d(7))
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Introduction - Differential Cryptanalysis [1]

Definition. A differential trail is a sequence of differences through r round of the cipher:

50i>(ir

with differential probability:

9= HIF’ 1)=6|yt—1)®y'(i—1) =d_1) H’DS (1 —1),0(i))

efinition. The Differential Distribution Table (DDT) is:
Ds(6,A) = [{z €{0,1}™|S(xz) ® S(x ® ) = A}
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2. Find Differential Trail for a reduced number of rounds " < r: §y — d,» with high p
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2. Find Differential Trail for a reduced number of rounds " < r: §y — J,» with high p

h. Build a differential distinguisher: Dy, s ,
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Introduction - Classical Differential Attack

2. Find Differential Trail for a reduced number of rounds " < r: dy — J,» with high p
h. Build a differential distinguisher: Dys, s ,

¢. Key Recovery Attack for " rounds (r’ < r” <r)
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Introduction - Classical Differential Attack

2. Find Differential Trail for a reduced number of rounds " < r: dy — J,» with high p
h. Build a differential distinguisher: Dys, s ,

c. Key Recovery Attack for " rounds (r' < r” <)

(). Where do we apply an automatic approach 7
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Introduction - Automatic Differential Attack

(). Where do we apply an automatic approach 7

Constraint Programming Machine Learning
Step 1. Automatic search of differentials with: Step 1. Automatic search of input difference with:
MILP, CP, SAT Meta Algorithm
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Introduction - Automatic Differential Attack

(). Where do we apply an automatic approach ?

Constraint Programming Machine Learning
Step 1. Automatic search of differentials with: Step 1. Automatic search of input difference with:
MILP, CP, SAT Meta Algorithm
Step 2. Create a Classical distinguisher Step 2. Create a Neural distinguisher

NNC.C) =
P(C = E%(P),C’' = Ex(P")|P & P' = &)
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Introduction - Automatic Differential Attack

(). Where do we apply an automatic approach ?

Constraint Programming Machine Learning
Step 1. Automatic search of differentials with: Step 1. Automatic search of input difference with:
MILP, CP, SAT Meta Algorithm

Step 2. Create a Classical distinguisher Step 2. Create a Neural distinguisher
NN(C,C") :=
P(C = Ex(P),C" = ER(P')|P & P' = &)

b 5. Key Recovery Attack Step 3. Key Recovery Attack
— 1
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Overview Contributions

(). Where do we apply an automatic approach ?

Constraint Programming Machine Learning
Step 1. Automatic search of differentials with: Step 1. Automatic search of input difference with:
MILP, CP, SAT Meta Algorithm

Step 2. Create a Classical distinguisher Step 2. Create a Neural distinguisher
NN(C,C) =
P(C = E%(P),C’ = E%(P")|P & P’ = &)

Step 3. Key Recovery Attack Step 3. Key Recovery Attack

Modelize Boomerang in TAGADA |[2] > Generic Partial Decryption [3]
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TAGADA - General Idea

TAGADA (Tools for Automatic Generation of Abstraction-based Differential Attack) is divided in
two steps:
Step L Find Truncated Differential Trail

Step 2. Instatiate the Truncated in Differential
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TAGADA - Representation Cipher

TAGADA (Tools for Automatic Generation of Abstraction-based Differential Attack) is divided in
two steps:

Step L. Find Truncated Differential Trail

Step 2. Instatiate the Truncated in Differential
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TAGADA - Representation Cipher

TAGADA (Tools for Automatic Generation of Abstraction-based Differential Attack) is divided in
two steps:

Step L. Find Truncated Differential Trail

Step 2. Instatiate the Truncated in Differential

8Y. 11
6in_2
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6SX_2_1
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TAGADA - Representation Cipher

TAGADA (Tools for Automatic Generation of Abstraction-based Differential Attack) is divided in
two steps:

Step L. Find Truncated Differential Trail

Step 2. Instatiate the Truncated in Differential
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TAGADA - Truncated Cryptanalysis [5]

Abstraction. Let z7 = :1;“21> |-+ || 2L,,~ be the state after j round, with L’}“Li} c {0,1}". We denote:
) . 3
Ocis =Tl @ (24

the difference at round 7 for the :-th word. The Abstraction of a difference is:

- - 1 if 6. € (0,28 —1)

<i>

Ain_2 op_7
in_
op_3 AY 11
Bout_2
bDout_0 ASX 2 1

ASX_ T 1

ASX 2 0
ASX_1 0 lout_3
dout_1
op_b

oY 10
op_2 Ain 3
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TAGADA - Truncated Cryptanalysis [5]

Abstraction. Let z? = :1:‘21}, |-+ || 2L,,~ be the state after j round, with 9:"1:5} c {0,1}". We denote:
J w5 g
Ocis> = Teis> @ (2) i

the difference at round j for the :-th word. The Abstraction of a difference is:

- - 1 if 6. € (0,28 — 1)
AL, Y=Al = <i> € U
( {Tr}') e {0 lf 5‘2?}:} 0

|

. e ~ #NL
Probal l]llf_\': Ptrunc ~ (II]ELX DS (&} /6))
a,B
- op_7
op_3 %2131
fout_2
Aout_0 L
ASX_T 1
ASX 2 0
BSX10 /./ Aout_3
out_
op_b
AY_1 0
op_2 AIn 3
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TAGADA - Truncated Cryptanalysis [5]

Abstraction. Let z? = :1:‘21}, |-+ || 2L,,~ be the state after j round, with 9:"1:5} c {0,1}". We denote:
J w5 g
Ocis> = Teis> @ (2) i

the difference at round j for the :-th word. The Abstraction of a difference is:

- - 1 if 6. € (0,28 — 1)
AL, Y=Al = <i> € U
( {Tr}') e {0 lf 5‘2?}:} 0

|

o - 4NL
Probability: Ptrunc =~ (IE%X Ds(a, B)) Z Pdiff
b
: op_7
op_3 ﬁﬂii
Dout_2
Aout_0 asx 21
85X T 1
ASX_2_0
ASX 1 0 t Aout_3
Aout_1
op_b
AY_ 10
B ATn_3
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TAGADA - Logic Modelization XOR

Let x1,x2, 23 € {0,1} such that:
Ti B Bag = T3
The possible combinations are:

(1,22, 23) € {(1,0,1),(0,1,1),(0,0,0), (1,1,0)}
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TAGADA - Logic Modelization XOR

Let x1,x2,x3 € {0,1} such that:
r1 D xre = T3
The possible combinations are:
(x1,z9,23) € {(1,0,1),(0,1,1),(0,0,0),(1,1,0)}
Considering the abstracted value:
A(x1) ® A(xe) = A(z3)
The possible tuples are:

(A(5z1), A(8z2), A(8z3)) € {(1,0,1), (0,1,1),(0,0,0), (1,1,0), (1,1,1)}
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TAGADA - Logic Modelization XOR

Let x1, 22,23 € {0,1} such that:
X1 D xre = T3
The possible combinations are:
(x1,z9,23) € {(1,0,1),(0,1,1),(0,0,0),(1,1,0)}
Considering the abstracted value:
A(x1) ® A(xe) = A(x3)
The possible tuples are:
(A(6x1), A(dx2), A(dxs3)) € {(1,0,1),(0,1,1),(0,0,0),(1,1,0),(1,1,1)}
TAGADA uses the DNF:
(—A(x1) A =A(x2) A -A(x3))V
(A(z1) ANA(x3)) V (A1) AA(22)) V (A(22) A A(23))
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TAGADA - Logic Modelization XOR

Let x1, 22,23 € {0,1} such that:
X1 D xre = T3
The possible combinations are:
(x1,z9,23) € {(1,0,1),(0,1,1),(0,0,0),(1,1,0)}
Considering the abstracted value:
A(x1) ® A(xe) = A(x3)
The possible tuples are:
(A(6xq1), A(dx2), A(dxs3)) € {(1,0,1),(0,1,1),(0,0,0),(1,1,0),(1,1,1)}
TAGADA uses the DNF:
(mA(z1) A ~A(z) A A(z3))V
(A(z1) ANA(x3)) V (A1) AA(x2)) V (A(x2) A A(23))
Qemark. TAGADA has implemented the n-variable XOR with abstracted tables.
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TAGADA - Step 1

The C(O)P problem (X, D, C, f,,) defined to solve Step 1 has:
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TAGADA - Step 1

The C(O)P problem (X, D, C, f,,) defined to solve Step 1 has:
Set of Variables X

X = {A@) | ey is @ variable),
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TAGADA - Step 1

The C(O)P problem (X, D, C, f,,) defined to solve Step 1 has:
> Set of Variables X
X ={A(2L,.) | #L . is a variable}, ;
Domain of the variables D
J} =40, 1}

o D
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TAGADA - Step 1

The C(O)P problem (X, D, C, f,,) defined to solve Step 1 has:
o Set of Variables X
X = {A(gi,:w) | 3’“_’;%} is a variable}; ;
> Domain of the variables D
2 =l
© Constraint set

C' = {Logic Modelization Operators}
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TAGADA - Step 1

The C(O)P problem (X, D, C, f,,) defined to solve Step 1 has:
o Set of Variables X
X = {A(gi,:w) | 3’“_’;%} is a variable}; ;
> Domain of the variables D
D ={0,1}
o Constraint set
C' = {Logic Modelization Operators}

> Objective function

: § , J J
T w{i}A(:B-{i})
t,J
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TAGADA - Step 1

The C(O)P problem (X, D, C, f,,) defined to solve Step 1 has:
o Set of Variables X
X = {A(g{_:w) | y{ﬂ} is a variable}; ;
> Domain of the variables D
2 =l
o Constraint set

C' = {Logic Modelization Operators}
> Objective function

min Z W s DN B s, )
2,]

The CP problem is written in MiniZinc [6] and it can be resolved by different solvers:
o PICAT [7]
> GUROBI [8]
o OR-TOOLS [9]
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TAGADA - Step 2

The C(O)P problem (X, D, C, f,,) defined to solve Step 2 has:
o Set of Variables X

X = {8(2L;5) | oLy is a variable};

o Domain of the variables D
D =10,2° — 1]
© Constraint set
C' = {Propagators modelized with CHOCO [10]}
> Objective function

minz — log, (DS (5(52&))) A(l“ff:a})

%7
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TAGADA - TwoStep
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